Information Technologies, Automation, and Management in Natural Sciences, Vol. 1 (32), 2026, pp. 7-16

https://doi.org/10.58805/itamns.V.1(32)-29

MODIFIED IMAGE ENCRYPTION ALGORITHM BASED ON

CHAOTIC DYNAMICS

A.T. Mazakova'!®, Sh.A. Jomartova' "™, A.L.Yessenbaeva® ,A.D.Mailybaeva3 ,B.Zhao"

Received: 29 July 2026
Accepted: 05 September 2026
Published: 30 September 2026
Citation: Sh.A. Jomartova, et al.
« MODIFIED IMAGE
ENCRYPTION ALGORITHM
BASED ON CHAOTIC
DYNAMICS ». Information
Technologies, Automation, and
Management in Natural Sciences,
vol. 1, no. 32, Sept. 2026, doi:
https://doi.org/10.58805/itamns. V.1
(32)-29

License CC BY 4.0

! Al-Farabi Kazakh National University, Almaty, Kazakhstan

2 L.N.Gumilyov Eurasian National University, Astana, Kazakhstan

? Kh. Dosmukhamedov Atyrau University, Atyrau, Kazakhstan

* Dalian University of Technology, Dalian, China

™ Corresponding author: jomartova@mail.ru

This article examines the development of a modified image encryption algorithm
based on chaotic dynamics. The relevance of the study lies in the fact that in modern
telecommunications, medical, biometric, monitoring, and information systems,
digital images often contain confidential data and require reliable protection against
unauthorized access, substitution, and distortion. Furthermore, images possess
specific properties that distinguish them from ordinary text and binary data: high
correlation between adjacent pixels, significant redundancy, a two-dimensional
spatial structure, and a large volume of information. For this reason, the direct
application of traditional cryptographic algorithms does not always effectively
disrupt the statistical structure of an image.

This study is based on a hybrid approach combining chaotic transformations
and standard cryptographic mechanisms. The core architecture utilizes chaotic
permutation, diffusion, and subsequent authenticated AES-256-GCM encryption.
This approach leverages the advantages of chaotic systems for pixel pre-shuffling
and the advantages of AES-GCM for ensuring confidentiality, integrity, and data
authentication. This paper proposes a modification of the algorithm based on the
use of two chaotic mappings: a logistic mapping and a tent mapping. The logistic
mapping is used to generate a global permutation sequence, while the tent mapping
isused for block shuffling and diffusion flow generation. Additionally, the algorithm
incorporates a key-dependent block permutation and double feedback diffusion.
The first diffusion modifies pixel values using a chaotic pseudorandom flow, while
the second creates a chain-like dependency between ciphertext bytes. This allows a
change in a single pixel of the original image or a minor change in the secret key to
significantly alter the final encrypted image. The key material is generated using the
Scrypt function and is divided into several parts, each for AES-256-GCM, logistic
mapping parameters, tent mapping parameters, block permutation, and feedback.
This division increases the algorithm's sensitivity to the key and ensures the
independence of individual encryption stages. To evaluate the effectiveness of the
proposed algorithm, entropy, adjacent pixel correlation, histogram analysis, NPCR,
and UACI metrics are used. The proposed modification is expected to improve
the uniformity of pixel distribution in the encrypted image, reduce the correlation
between adjacent pixels, enhance the avalanche effect, and improve resistance to
statistical and differential cryptanalysis. The proposed algorithm can be used to
protect images in video surveillance systems, telemedicine, biometric identification,
intelligent monitoring, and secure telecommunications services.

Keywords: chaotic dynamics, image encryption, logistic mapping, tent mapping,
chaotic permutation, diffusion, AES-GCM, information security, NPCR, UACIL.
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Maxkaraga XaOoTHKAIBIK JUHAMUKAFa HETI3ACNTeH ©3TepTUIreH KeCKiHl mupiay aJroOpuTMIH Kacay Macereci
KapacThIPbIIAIbL. 3ePTTCYNiH 63€KTLIIr Ka3ipri 3aMaHFbI TIICKOMMYHHUKALIUSIIAP, METUIIMHABIK, OMOMETPHLITBIK,
MOHHUTOPHHITIK JKOHE aKIaparThIK XKyienepae nupiblK KecKinaep kebOiHece KYIHs JepeKTepal KaMTHIIbI XKIHE
pYKCaT eTiIMEereH KOJ JKeTKi3yAeH, ayBICTHIPYAaH KoHe OypManayJaH CeHIMIi KOpFayAbl Talal eTeTiHIIriMeH
tyciagipineni. CoHpIMEH KaTap KeCKiHIepIiH KOIIMTi MOTIHHEH JKOHE eKIUTIK IepPEeKTepCH SpeKIICIICHETIH CIICIIH-
(UKaIBIK KacHeTTepi Oap: KepIi MUKCENAEp apachIHIaFbl XKOFaphl KOPPEISIHNS, MAHBI3/IbI APTHIKTHIK, CKi ©IIIeMai
KEHICTIKTIK KYPBUIBIM OHE aKIapaTTHIH YIKeH KeeMi. OCBI ce0emTi AoCTYPIli KpUITOTpaUsIIBIK adropHTMICPi
Tikenel KOoNaHy KeCKiHHIH CTaTHCTHUKANBIK KYPBUIBIMBIH THIMJI JKOIOIBI OpKaIllaH KaMTaMachl3 eTe OepMewi.
3epTTeymiH HETi3l peTiHAe XaOTHKAIBIK TYPIACHIIpYJIep MEH CTaHTAPTTHl KPUNTOTPa(UsIIBIK MeXaHU3MACPIi
OipikTipeTiH THOPUATI Tocin maiganaHeUIIEL. Herisri apXuTekTypa Ke3aeicoK aybICTHIpYAs!, Au(Qy3usHb KoHe
keftinri ayrerTndukammsuanrad AES-256-GCM mmudpraybsa maiiaananagsl. By Tocin muKcenaepi aiasH ana
apanacTeIpy YIIiH XaOTHKAJBIK XYHeIepIiH apTHIKIIBUIBIFBIH XKOHE NEPEKTEPAIH KYNUSUIBUIBIFBIH, TYTAaCTHIFbIH
JKOHE ayTeHTU(UKAIISICEIH KaMmTaMachl3 eTy yiiH AES-GCM apTeIKIIBUIBIKTAPEIH Malianana sl byt syMeIc exi
perci3 OefiHeneyi KoIganyFa HeTi3/1eIreH alrTOpUTMHIH MOAU(UKAIMSCHIH YCHIHAIBI: JJOTHCTHKAIIBIK KapTa KoHe
HIaThIp KapTachl. JIOTHCTHKATBIK KapTanay )ahaHIbIK aybICTBIPY Ti30€TiH KypY YILIH Mai anaHbUIa b, ajl MaTelp
KapTachl OIOKTapAbl apajacTepy koHe AU((Y3WsIIBIK arblHIAB TeHEepAUUsUIay YINiH KonmaHeutagsl. COHBIMEH
KaTap, aJrOpuTMIe KUITKe Toyesli OJ0K aybICThIPY JKOHE Kepi OaiiaHbICrieH KocapianraH AudQy3us eHIi31IreH.
Bipiami nuddys3us XxaoTUKaIBIK TICEBIOKE3EHCOK aFbIHABI MaljaNaHa OTBIPHII, MUKCETh MOHJIEPIH e3repTe,
aN exiHmrici mu@pieHreH MoTiH OaiTTapbl apachlHIArbl Ti30EKTI KaThlHACTBHI Kypaiabl. OCBIHBIH apKachlHIa
OacTarkpl KECKiHHIH Oip MUKCENIH e3repTy HeMece KYIHs KIUITTIH CAJl e3repyi COHFbI MM(piIaHFaH KeCKiHHIH
aifrapibIKTail e3repyine akeneni. Herisri marepuan Scrypt pyHKUMSICBI apKbUTBI skacanasl )xoHe AES-256-GCM,
JIOTUCTUKAJIBIK KapTa MapaMeTpIiepi, aThIp/Ibl KECKIHASY mapaMeTpiiepi, OJIOK aybICThIPY JKOHE Kepi OalIaHbICKa
apHanFaH OipHemre Oenikrepre OemiHemi. Byn Oeny anropuTMHIH KINTKE CE3IMTANIBIFBIH apTTHIPAJIbI JKOHE
Keke mudpray Ke3eHIepiHiH TOyeNCi3AiriH KaMTamMachl3 eTeli. Y ChIHbUIFaH aJTOPUTMHIH THIMIUIITIH Oaranay
YUIH SHTPONHS KOPCETKIIITEPiH, KOPLI MUKCEIIEPAIH KOPPESLIUICHIH, THCTOrpaMMaibIK Tainayasl, NPCR
xoHe UACI konnany KapacThIpbUIFaH. ¥ ChIHBUIFaH Mo duKanus mudpiaaHFaH KeCKiHAeT TMKCeNbACPIiH Tapa-
JIYBIHBIH OIpKENKUIIriH jKaKcapTabl, KOpIli MUKCEIAEp apachlHIarbl KOPPEISUUSHBI a3aliTa/(bl, KOIIKIH 9CepiH
KYIIEHTeNi, CTaTUCTUKAIBIK jkoHe A depeHIuanibl KpUIToTaiqayFa TO3IMAUIIKTI apTThIpaasl Ien KyTiTyze.
Y ChIHBUIFaH aJTOpUTM OeliHeOaKpuIay JKYHenepiHJeri, TeleMeUIUHAAaFbl, OMOMETPHSUIBIK COUKeCTEHAIpyaeri,
WHTEIUICKTYaJIbl OaKbLIayIaFkl J)KOHE Kayilci3 TEICKOMMYHUKAIUS KBI3METTECPIHICTT KeCKIHACPIl KOpPFay YIIiH
TaijanaHbuTy bl MYMKIiH.

Tyiiin ce3mep: XaoTHKAJBIK IMHAMHKA, KECKIHII IIUQpIIay, JOTUCTUKAIBIK KapTara Tycipy, IIaThlp KapTara
TYCipy, XaoTHKaNBIK nepmyTanus, nuddysus, AES-GCM, aknapartsIk Kayinciznik, NPCR, UACI.
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B crarbe paccmarpuBaeTcs 3a7a4a pa3padoTku MoAUGHUIMPOBAHHOIO AIrOpUTMa IU(PPOBAHUS H300pKEHHUIT Ha
OCHOBE Xa0THYECKOW JJMHAMHUKU. AKTYalbHOCTh HCCIIEIOBaHMs 00YCIIOBJIEHA TEM, YTO B COBPEMEHHBIX TEJIEKOM-
MYHUKaIUOHHBIX, METUIITUHCKUX, 6I/IOMeTpI/I‘IeCKI/IX, MOHUTOPUHT'OBBIX U I/IH(I)OpMaI_H/IOHHBIX CHUCTEMAX L[I/I(prBBIC
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n300pakeHHsI YacTo CoepKaT KOH(QHICHIINAIbHbIE JaHHbIC U TPEOYIOT HAIEKHOM 3alIUThl OT HECAaHKIIMOHUPO-
BaHHOTO JIOCTYMa, MOJMEHBI M MCKakeHus. [Ipu 3ToM m300parkeHnst 00aagaroT crequduieckuMu CBOWCTBAMH,
OTJIMYAIOIIMMHU UX OT OOBIYHBIX TEKCTOBBIX M OMHApPHBIX JAHHBIX: BBICOKOH KOppEJSLMEed MEXIY COCEIHUMHU
MTUKCENISIMHU, 3HAYUTEIHbHOW M30BITOUHOCTBIO, IBYMEPHOW MPOCTPAHCTBEHHON CTPYKTYPOH M OOJIBIIMM 00beMOM
nHpopmanmu. ITo 3T0oH NMpuYMHE NMpsSMOE NMPUMEHEHHE TPATUIMOHHBIX KPHUIITOTpa(UUeCKUX aJTOPUTMOB HE
Bcerna obecrieunBaeT 3PEKTUBHOE Pa3pylICHNE CTATHCTHYECKOW CTPYKTYpBl H300paxkeHHs. B kayecTBe OCHOBBI
HCCIIeJOBaHMUS NCIIOIB30BaH THOPHIHBIHA TTOIX01, 00bEANHSIONINN Xa0THUYECKHE IPeoOpa3oBaHus U CTaHIapTHBIC
Kpunrorpadguueckue MexanusMel. B apxurekrype [1] nmpuMeHsIOTCS XaoTHYecKas nepectaHoBka, nuddysus u
mocneayomee ayreHtudumposanHoe mudposanne AES-256-GCM. Takoii momxo/ MO3BOJISET UCHONB30BATh
MIPEUMYIIECTBA XaOTHYECKUX CUCTEM JUIS TIPEIBAPUTEILHOTO MIepeMEIINBaHNs TIHKCeNel n npenmymectBa AES-
GCM s obecrnieueHnss KOH(OUACHINAIBHOCTH, LEIOCTHOCTH M ayTeHTH(UKAIMK JaHHBIX. B mannoi pabote
TIpeATIoKeHa MO (HKaIHs aroOpuT™Ma, OCHOBaHHAsI HA IPUMEHEHUH JBYX Xa0THYECKUX OTOOPaKEHHUMI: JIOTHCTH-
YEeCKOro O0TOOpaXeHHs U TeHT-oToOpakeHus. Jlorncruueckoe oToOpa)keHHe MCTIONb3yeTcs st (popMHpOBaHUS
MIOCTIEIOBATEIHOCTH II00aIbHON NEpeCTaHOBKH, @ TEHT-0TOOpakeHNEe PUMEHSIETCS U1 OIIOYHOTO MepeMeNIn-
BaHMA M TeHepary 1uQQy3HOHHOTO MOTOKA. J[OMOIHNTEIRHO B aITOPUTM BBEICHBI KIIIOUE3aBHCHUMast OJIOYHAsS
TIepecTaHoBKa U ABOWHas nuddysus ¢ oOparHoi cBs3bio. [lepBas nuddys3us U3MeHIET 3HaYCHUS MUKCEIEH C
HCIIONIb30BaHUEM XaOTHYECKOTO TICEBAOCIYYalfHOTO ITOTOKA, a BTopast (JOpMHUPYET LETHYIO 3aBUCHMOCTh MEXIY
Gaiitamu mmdporekcra. braronaps 3ToMy M3MEHEHHE OJHOTO IHKCEINS MCXOMHOTO M300paKeHMs MM HE3HAYH-
TENFHOE M3MEHEHHE CEKPETHOTO KITI0Ya IPUBOANT K CYIIECTBEHHOMY M3MEHEHHIO HTOTOBOTO 3alIi(poBaHHOTO
m3o0pakenns. KirroueBoi Marepuan popMupyeTcs ¢ NCTIONb30BaHreM (GYHKINHU Scrypt U pa3aenseTcs Ha HeCKOIb-
Ko yacrtelf, mpenHa3zHadeHHBIX a1 AES-256-GCM, mapaMeTpoB JIOTUCTHYECKOTO OTOOpa)KeHHs, apaMeTpOB
TEHT-0TOOpakeHHs, OJIOYHOH MEPECTaHOBKY M 00PATHOM CBA3H. Takoe pa3/eneHne MOBBIIIAET TyBCTBUTEIBHOCTh
ANTOpHUTMa K KIIIOYY U 00eCIieunBaeT He3aBIHCUMOCTD OTIENBHBIX ATAroB mudpoBanus. 1 oneHKH 3 HeKTHB-
HOCTH TIPEIJIOKEHHOTO aJTOPUTMa IMPEAyCMaTpPUBAcTCsl HCIIONb30BAHUE ITOKa3aTeIel 3HTPONUH, KOPPEISIIUU
cocenHux nukcenei, ananusa ructorpamMm, NPCR u UACI. Oxkunmaercst, 9To mpeiokeHHas Moau(puKaIys T03BO-
JIUT MTOBBICUTH PABHOMEPHOCTH pacIpeieseHNs MUKCeNeH 3amn(poBaHHOTO H300pakeHNS, CHU3UTD KOPPEISLIUIO
MEXy COCEIHUMH MUKCEJISMH, YCUIUTh JJABUHHBIA 3(Q(EKT U MOBBICHTh yCTOMYMBOCTh K CTaTUCTHYECKOMY U
nuddepeHIaITbHOMY KPUIITOAHATH3Y.

[TpensokeHHBIH aAITOPUTM MOXKET ObITh MCIOJIb30BaH ISl 3alUThl M300paXEHUH B CHCTEMax BHACOHAOIIO-
JICHUS], TeJeMeIulHe, OMOMETPUYEeCKON HWACHTH(UKALNY, UHTEIUIEKTYaJbHOM MOHUTOPUHIE M 3allIWIIEHHBIX
TEJIEKOMMYHHUKAIIMOHHBIX CEPBHCAX.

KuroueBble ci10Ba: XaoTHUCCKas JUHAMUKA, MU(POBAHUE U300PAKCHUH, IOTHCTUISCKOES 0TOOPAaKCHUE, TCHT-
oTOOpaXKeHUE, XaoTUYeCKas rnepectaHoBka, muddysus, AES-GCM, undopmaronHas OezomacHocts, NPCR,
UACL

Introduction. In today's digitalized world, images substitution of data in automated decision-making
have become one of the most widespread systems[l,2].

and significant forms of multimedia information. The growing volume of transmitted and stored images

They are used in telecommunications systems, . . .
y M > increases the need for their protection. In modern

video surveillance, medical diagnostics, biometric . . . .
information systems, images are often transmitted over

identification, geoinformation services, unmanned . .
open communication channels, stored in cloud storage,

acrial ~vehicles, intelligent monitoring  systems, used in mobile applications, and processed by intelligent

cducational platforms, and machine vision systems. algorithms. Under these conditions, an attacker can

Unlike traditional text data, images contain not . . .
not only gain unauthorized access to an image but

only formal information but also visual features also modify, replace, or analyze it to extract hidden
information. Therefore, the task of reliable image
encryption is relevant for both scientific research and

practical information security systems [3, 4].

that allow for the identification of objects, people,
technical conditions, medical pathologies, and other
important data. Therefore, a breach of confidentiality,
integrity, or authenticity of images can lead to the
leakage of personal data, distortion of diagnostic ~ Classic cryptographic algorithms such as AES, DES,

text and binary data. They possess high cryptographic
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strength and are employed in secure network protocols,
banking systems, electronic document management, and
government information resources [5, 6]. However, the
direct application of traditional encryption algorithms to
images is not always optimal. This is due to the fact that
digital images have specific properties that distinguish
them from regular files. These properties include high
correlation between adjacent pixels, significant data
redundancy, a two-dimensional spatial structure, and a
large volume of information [7, 8].

In most natural images, adjacent pixels have
similar brightness or color values. For example, solid-
color areas, object contours, background areas, and
smooth transitions form stable spatial dependencies. If
these dependencies are not specifically broken before
encryption, the statistical structure of the original image
may in some cases be partially preserved. Therefore,
when developing image encryption algorithms, it is
necessary to consider not only the general requirements
of cryptographic protection but also the specific
characteristics of visual data [9].

A reliable image encryption algorithm must ensure
several key properties. First, the encrypted image should
not visually resemble the original image. Second, the
distribution of pixel values in the encrypted image
should be nearly uniform. Third, the correlation between
adjacent pixels should approach zero. Fourth, the
algorithm must be highly sensitive to changes in the
secret key and the original image. Even a change in a
single pixel or a single bit of the key should significantly
alter the encrypted result. These requirements are
related to the need for protection against statistical and
differential cryptanalysis [10, 11].

One promising area of image security is the use of
chaotic dynamic systems. Chaotic systems are nonlinear
dynamic models whose behavior is characterized
by high sensitivity to initial conditions, pseudo-
randomness of trajectories, ergodicity, and the ability to
intensively mix phase space [12]. Even a slight change
in the initial value or control parameter can lead to the
formation of a completely different sequence of states.
This property is called the "initial condition sensitivity
effect" and is one of the reasons for the widespread use
of chaotic dynamics in cryptographic problems.

In the context of image encryption, chaotic mappings
can be used to construct pixel permutations, generate
pseudorandom sequences, and implement diffusion
transformations. A permutation alters pixel positions
and destroys the spatial structure of an image, while
diffusion modifies pixel values so that a change in one

element of the original image affects many elements of
the ciphertext. These two principles correspond to the
classical cryptographic ideas of mixing and diffusion,
formulated by K. Shannon in the theory of secrecy
systems [2].

A large number of image encryption algorithms
based on chaotic mappings have been proposed
in the scientific literature. Among them, methods
using the logistic mapping, the Henon mapping, the
Arnold mapping, the Chebyshev mapping, piecewise
linear chaotic mappings, and multidimensional chaotic
systems [7-10] stand out. For example, the logistic
mapping is often used due to its ease of implementation
and ability to generate pseudorandom sequences in
a chaotic regime. The Arnold mapping is used
to permutate image pixels, and multidimensional
chaotic maps allow for increasing the complexity and
dimensionality of the key space [8].

Despite significant interest in chaotic cryptography,
purely chaotic algorithms have a number of limitations.
Many studies evaluate the security of such algorithms
primarily using empirical metrics such as entropy,
neighboring pixel correlation, NPCR, and UACI. These
metrics are important for analyzing the quality of image
encryption; however, they do not always provide a
complete assessment of cryptographic strength within
the classical adversary model [11]. Furthermore, some
chaotic algorithms may have insufficiently large key
spaces, weak key sensitivity, dependence on floating-
point precision, and lack a built-in data integrity
mechanism [3, 11].

On the other hand, modern standard cryptographic
algorithms, particularly AES, possess high formal
security and have a long history of practical use. AES is
used in secure communication protocols, VPN systems,
banking applications, and government information
infrastructures [5]. Of particular importance is the AES-
GCM mode, which ensures not only confidentiality but
also data authentication. This means that the recipient
can verify whether the encrypted data has been altered or
tampered with during transmission [6]. This is especially
important for protecting images, as an attacker can
not only attempt to restore the original image but also
surreptitiously alter its contents.

In this regard, a hybrid approach combining
chaotic transformations and standard cryptographic
mechanisms is of particular interest. This approach
utilizes chaotic dynamics as a preprocessing step in the
image: pixel permutation, spatial structure destruction,
and value diffusion are performed. The result is then

10
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further encrypted using a cryptographically secure
algorithm, such as AES-256-GCM. This approach
combines the advantages of chaotic systems and proven
cryptographic primitives.

The paper [1], on which this study is based, proposes
a hybrid architecture for multimedia data encryption that
combines chaotic permutation, chaotic diffusion, and
AES-256-GCM. In this architecture, chaotic sequences
are generated using a logistic map, and the parameters of
the chaotic system are deterministically derived from the
key material using the Scrypt function. This approach
allows for an expansion of the key space and increases
the sensitivity of the algorithm to key changes. The
paper [1] also notes that the algorithm's performance is
evaluated using entropy, histogram uniformity, NPCR,
and UACI, and the results show that the entropy of
encrypted data approaches the theoretical maximum of
approximately 8 bits per byte. However, the approach
[1] can be further strengthened by expanding the chaotic
part of the algorithm. Using only one logistic mapping
can limit the diversity of generated sequences and make
the algorithm dependent on the properties of a single
chaotic map.

Furthermore, a single permutation and a single
diffusion step do not always ensure maximum
destruction of local image dependencies. Therefore, in
this paper, we propose a modified algorithm that uses
two chaotic systems: the logistic mapping and the tent
mapping.

The proposed algorithm uses a logistic mapping to
generate a global permutation sequence. It allows for
reordering pixels throughout the image, destroying its
original spatial structure. A tent mapping is used for
block shuffling and diffusion flow generation. This
separation of functions between two chaotic systems
increases the independence of the algorithm's stages and
complicates the recovery of patterns in encrypted data.

Additionally, a key-dependent block permutation is
introduced into the algorithm. After global shuffling,
the image is divided into blocks, within which an
additional chaotic permutation is performed. The block
size depends on the key material, making the shuffling
structure unique for each secret key. This approach is
aimed at eliminating local statistical dependencies that
may persist after global shuffling.

Another important element of the modification is
double diffusion with feedback. The first diffusion
modifies pixel values using a chaotic pseudorandom
stream. The second diffusion creates a chain dependence
between ciphertext bytes, in which each current byte

depends on the previous encrypted value. This achieves
an enhanced avalanche effect: changing a single pixel in
the original image or a minor change in the secret key
leads to significant changes in the final encrypted image.
This increases the algorithm's resistance to differential
cryptanalysis [10, 11].

The relevance of this study stems from the need to
develop algorithms that take into account the specific
characteristics of digital images while simultaneously
employing robust cryptographic mechanisms. Standard
encryption alone may be insufficient to pre-destroy
the visual structure of an image, while chaotic
dynamics alone may not provide the required level of
cryptographic rigor and integrity control. Therefore, a
hybrid approach supplemented with modified chaotic
transformations is a viable direction for research.

The aim of this work is to develop a modified
image encryption algorithm based on chaotic dynamics,
which provides increased resistance to statistical and
differential cryptanalysis through the combined use of
logistic mapping, tent mapping, key-dependent block
permutation, double diffusion and AES-256-GCM.

To achieve this goal, it is necessary to solve
the following tasks: consider the features of digital
images as an object of cryptographic protection;
analyze the possibilities of using chaotic dynamics
for image encryption; develop a modified algorithm
structure based on two chaotic mappings; propose a
mechanism for global and block pixel permutation;
develop a double diffusion scheme with feedback;
determine the performance evaluation indicators of the
algorithm, including entropy, correlation, NPCR, UACI
and histogram analysis; justify the advantages of the
proposed approach compared to a hybrid architecture.

The object of this research is digital images
represented as pixel matrices or one-dimensional
byte sequences. The subject of this research is
methods of chaotic image encryption based on
permutation, diffusion, and hybrid applications of
standard cryptographic algorithms.

Thus, developing a modified image encryption
algorithm based on chaotic dynamics is a relevant
and practically significant task. The proposed approach
combines the advantages of chaotic transformations and
standard authenticated encryption, thereby improving
the security of visual information in modern digital
systems.

Materials and methods. The object of the study is
digital images represented as pixel matrices. Grayscale
and color images in PNG, BMP, or JPEG formats can be

11
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used as input data. For universal processing, the image
is converted into a one-dimensional byte sequence:

P = {pOapl’ "'7pn71})
where is the p;-th ibyte of the original image, nis the
length of the image in bytes.

A color image is processed using three components:
R, G, and B. Each component can be processed
separately, or all components can be combined into a
single byte sequence. In the latter case, the algorithm
becomes universal and can be applied not only to images
but also to arbitrary binary data.

The external secret key is used as key information:
Kep = {kovklv"'vkmfl}' (D
Based on this, extended key material is generated
using the Scrypt function:
K = Scrypt(K,

ext) Salta r,n, p)7

(@)

where salt is a random parameter, r,n,pare the
parameters of the Scrypt function.

The obtained key material is divided into four parts:

K = (KAESaKcm»Kcthfb)a 3)

where K pgis the key for AES-256-GCM; K,

are the logistic mapping parameters; K are the tent

mapping parameters; K p,are the block permutation and
feedback parameters.

The article [1] also uses Scrypt , which allows for the
deterministic generation of chaotic system parameters
from key material and increases the algorithm's
sensitivity to key changes. The proposed modification
retains this approach, but additionally divides the key
material between several encryption stages, as shown in
Figure 1.

At the first stage, a chaotic sequence is formed using
a logistic mapping:
Tpi1 = [an(l - xn)a
where z,, € (0,1), uis the control parameter of the

chaotic system.

The initial value xyand parameter pare determined
from the key material:

ro = f1(K.p),
w=3.57+0.43 % fo(K,,).

The sequence X = {zy,zq,...

“4)

, T, _1 Hs used to
globally permute pixels.

In the second stage, tent mapping is additionally used
to enhance the chaotic properties of the algorithm:

_Jaxy,, ify, <0.5
Ynt1 = a(l—y,),ify, >05

The display parameters are set as follows:

®)

Yo = f3(Kcna),
a=19+0.1% f(K,s)-
The sequence Y = {yq, Yy, .-+, Y1 His used for block

(6)

rearrangement and diffusion flow formation.

To eliminate the influence of the initial transient
process, the first T'values of the chaotic sequences are
discarded:

T = 1000 + (K, mod 500). %

After preprocessing, working chaotic sequences X
and Y are formed, the length of which corresponds to the
length of the original byte sequence.

Based on the sequence X, an array of indices is
constructed:

I={0,1,..,n—1}.

Logistic mapping

Y

Awning display

A 4

Preprocessing of chaotic systems

A 4

Global chaotic permutation

Y

Key-dependent block permutation

A 4

First chaotic diffusion

A 4

Second diffusion with feedback

Y

Final AES-256-GCM encryption

Fig. 1 - Scheme of encryption stages

Then the indices are sorted by the values of the chaotic
sequence:

m = argsort(X). (8)
After this, the original sequence is permuted:
F =B ©)
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This stage destroys the spatial structure of the image
and reduces the correlation between adjacent pixels.

After the global permutation, the sequence P'is
divided into blocks of length L:
L = 256 + (K, mod 768). (10)

Thus, the block size can vary from 256 to 1024
bytes. Within each block, an additional permutation is
performed based on fragments of the Y sequence:

B; = Permute(B,,Y;)

i ¥ (an
The introduction of block permutation allows us to
further break local dependencies that may persist after

global shuffling.

Based on the tent mapping, a pseudo-random byte
stream is generated:
S; = 256 * y, |
Then the XOR operation is performed:
oV=PRes, (12)
where Pis the byte after global and block
permutation.

To enhance the avalanche effect, a second diffusion
is used:

c?=cVecC_,®R, (13)

1
where
R, = 256 * x|

P — Perm(P) — BPerm(P) — D1(P) — D2(P) - AES — GCM — C.

As a result of global random permutation, the pixels
of the original image change their positions according
to a sequence formed using the logistic mapping. This

leads to the destruction of the image's spatial structure.

If neighboring pixels in the original image have similar
values and a high correlation, then after permutation this
dependence is significantly reduced.

this effect by
further shuffling elements within individual image

Block permutation enhances
fragments. Unlike a standard global permutation, block
permutation reduces the likelihood of preserving local
statistical dependencies. Since the block size depends on
the key material, the shuffling structure becomes unique
for each secret key.

The first diffusion modifies pixel values using
a pseudo-random byte stream generated using tent
mapping. This stage aims to smooth out the distribution
of pixel values and eliminate the characteristic features
of the original image histogram.

The first byte is assigned an initial value:
c? =1v,

The parameter IV, is formed from a part of the key
be.

This stage ensures that each subsequent byte of
the ciphertext depends on the previous result, which
increases the sensitivity of the algorithm to small
changes in the original image.

After chaotic permutation and double diffusion, the
data is further encrypted using AES-256-GCM:
C = AES — GCM(C?, K 4pg,n0nce)  (14)
GCM mode provides not only confidentiality but also
data integrity. The original paper emphasizes that the
combination of chaotic transformations and AES-GCM
allows for the unification of the benefits of chaotic
cryptography and standard cryptographic primitives.

The final encrypted file has the following structure:
15)

Results and discussion. The proposed modified
image encryption algorithm is based on a multi-

File,,,. = {salt,nonce, tag, metadata, C'}

stage data transformation. Its structure includes a
global permutation, a block permutation, a first chaotic
diffusion, a second diffusion with feedback, and final
AES-256-GCM encryption.

The general scheme of the algorithm can be
represented as the following stages

(16)

The the
avalanche effect. Changing one pixel of the original

second feedback diffusion enhances

image changes not only the corresponding byte of the
intermediate result, but also all subsequent bytes, since
each new element depends on the previous encrypted
value. This increases the algorithm's resistance to
differential cryptanalysis.

A comparison of the basic [1] and modified
algorithms was carried out, the results of which are
presented in Table 1.

The following metrics were used to evaluate the
effectiveness of the proposed algorithm: entropy,
adjacent pixel correlation, histogram analysis, NPCR,
and UACI. These metrics are also used in [1] to evaluate
the robustness of image and binary data encryption.

The entropy of the encrypted image tends to 8 bits
per pixel:
255

H=-— Zpi log, p;
i=0
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The closer the entropy value is to 8, the more
uniform and random the distribution of pixel values.
[1] notes that the entropy of encrypted data approaches
the theoretical maximum, indicating a high degree
of randomness and the elimination of statistical

dependencies.

The correlation coefficient of adjacent pixels is
defined as follows:

cov(z,y)
Ty =
D(z)/D(y)

For the original image, this indicator is usually
high, since adjacent pixels are visually and statistically
related. After encryption, the correlation coefficient
should approach zero. This means that the encrypted
image does not preserve the spatial structure of the
original image.

Table 1- Comparison of the basic and modified algorithms

Criterion

Basic algorithm [1]

Modified algorithm

Chaotic system

Logistic mapping

Logistics + awning display

Permutation Global chaotic permutation Global + block permutation

Diffusion One stage of XOR diffusion Double diffusion with feedback

Key generation Scrypt Scrypt with extended key material
separation

Integrity control AES-GCM AES-GCM

Key sensitivity High Increased

Avalanche effect High Enhanced

Robustness to statistical analysis High Increased

Resistance to differential analysis High Increased

The NPCR metric shows the proportion of changed
pixels in the encrypted image when one pixel of the
original image changes:

22, D, j)

NPCR= "% "'

17
Mx N {an

* 100%,

where
D(i, ) = {0,C,(5,3) = Cy(i 5)
1,6,(i,9) # Cy(i,3)
A high NPCR value indicates that a small change in

the original image results in a significant change in the
encrypted result.

The UACI metric shows the average intensity of
differences between two encrypted images:

1
UACT = 3N
. . 18)
1C1 (i, §) — Co 3, )] (
* ;j 5EE * 100%

A high UACI value confirms the presence of a
pronounced avalanche effect.

The histogram of the encrypted image should be
nearly uniform. If the histogram of the original
image has pronounced peaks and patterns, then after
encryption, the distribution of pixel values should

become uniform. This complicates statistical analysis
and recovery of information about the original image.

It should be noted that the proposed algorithm does
not replace standard cryptographic primitives, but rather
complements them. Chaotic dynamics are used as a
pre-mixing and diffusion step, while AES-256-GCM
provides a cryptographically verified level of security
and data authentication. This hybrid approach is more
secure than purely chaotic schemes, which often lack a
built-in integrity control mechanism.

Conclusion. The study resulted in the development
of a modified image encryption algorithm based on
chaotic dynamics, designed to improve the security
of digital visual data in modern information and
telecommunications systems. The relevance of the
proposed approach stems from the fact that images
possess specific properties that distinguish them from
text and other binary information. These properties
include high correlation between adjacent pixels, spatial
structure, data redundancy, and large data volumes.
Therefore, effective image protection requires not only
the use of standard cryptographic algorithms but also
the prior destruction of their statistical and visual
dependencies.
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The study explores a hybrid encryption architecture
combining chaotic transformations and AES-256-GCM.
This approach is more robust than purely chaotic
schemes, as chaotic dynamics ensure data permutation
and diffusion, while AES-GCM additionally guarantees
confidentiality, integrity, and authentication of the
ciphertext. The proposed modification further develops
this idea by introducing additional image processing
stages.

The main distinguishing feature of the developed
algorithm is its use of two chaotic mappings: the logistic
mapping and the tent mapping. The logistic mapping is
used to generate a global permutation sequence, which
redistributes the original image pixels to new positions
and destroys the original spatial structure.

The tent mapping is used for block permutation and
diffusion flow generation, which enhances local data
mixing and increases the complexity of encrypted image
analysis.

An additional modification element is key-dependent
block permutation. After global shuffling, the image
is divided into blocks whose size is determined by
the parameters of the key material. Within each block,
an additional chaotic permutation is performed. This
reduces the likelihood of preserving local statistical
dependencies that may arise in monochromatic areas
of the image, repeating fragments, or individual color
channels. Thus, the algorithm provides a more profound
destruction of the image's internal structure.

A distinctive feature of this work is the introduction
of double diffusion with feedback. The first diffusion
modifies pixel values using a chaotic pseudorandom
flow, while the second creates a chain-like dependency
between the bytes of the ciphertext. As a result, a change
in a single pixel of the original image or a minor change
in the secret key affects not only the individual element
but also subsequent elements of the encrypted sequence.
This mechanism enhances the avalanche effect and

improves the algorithm's resistance to diff erential
cryptanalysis.

The key material is generated using the Scrypt
function, which improves resistance to brute-force
attacks and attacks using pre-prepared tables. In
the proposed algorithm, the key material is divided
into several parts: for AES-256-GCM,
mapping parameters, tent mapping parameters, block

logistic

permutation, and feedback. This division ensures the
independence of the encryption stages and increases the
algorithm's sensitivity to changes in the secret key.

The scientific novelty of this work lies in the
development of a modified algorithm that differs from
the scheme [1] by employing two chaotic mappings,
a key-dependent block permutation, and a second
feedback diffusion. This combination is aimed at more
deeply disrupting the spatial and statistical structure
of the image, increasing sensitivity to the key, and
enhancing the avalanche effect.

The practical significance of this research lies in
the fact that the proposed algorithm can be applied to
image protection in telecommunications systems, video
surveillance systems, medical information systems,
biometric services, unmanned platforms, and intelligent
monitoring systems. The algorithm can be used as a
standalone image protection module or as part of a
larger system for secure transmission and storage of
multimedia data.

Since the image in the algorithm is represented as
a byte sequence, the proposed approach can also be
adapted to protect other types of multimedia and binary
data.

The proposed modified image encryption algorithm
based on chaotic dynamics combines the advantages

of chaotic systems and standard cryptographic
mechanisms. Chaotic transformations ensure the
destruction of spatial and statistical image

dependencies, while AES-256-GCM provides reliable
authenticated encryption. The introduction of two
chaotic mappings, a block permutation, and double
feedback diffusion improves the algorithm's robustness
compared to a hybrid scheme [1].
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